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 OBJECTIVE 

 

This document provides an overview of Montrose policies related to the EU General Data Protection 

Regulation (GDPR) which came into effect on 25 May 2018. The policies outline company standards and 

systems for adhering to these. As such they are applicable to all staff, consultants, interns and sub-

contractors (“personnel”) of Montrose Management Group Limited and its subsidiaries, including and 

not limited to Montrose International LLP and Montrose Africa Limited (“Montrose”). For the avoidance 

of doubt, it also applies to any other person working for or on behalf of Montrose who at any time has 

access to Montrose data. 

 

Definitions used within the GDPR and this document include: 

 

• Personal data: "any information relating to an identified or identifiable natural person (‘data 

subject’); an identifiable natural person is one who can be identified, directly or indirectly, in 

particular by reference to an identifier such as a name, an identification number, location data, 

an online identifier or to one or more factors specific to the physical, physiological, genetic, 

mental, economic, cultural or social identity of that natural person". 

 

• Data controller: "the natural or legal person, public authority, agency or other body which, alone 

or jointly with others, determines the purposes and means of the processing of personal data; 

where the purposes and means of such processing are determined by Union or Member State 

law, the controller or the specific criteria for its nomination may be provided for by Union or 

Member State law". 

 

• Data processor: "a natural or legal person, public authority, agency or other body which 

processes personal data on behalf of the controller". 

 

• Personal data breach: "a breach of security leading to the accidental or unlawful destruction, 

loss, alteration, unauthorised disclosure of, or access to, personal data transmitted, stored or 

otherwise processed". 

 

1.1. Montrose’s regulator  

 

The Office of the Information Commissioner, Jersey, is Montrose’s designated regulator related to GDPR 

(https://oicjersey.org/).   

 

These policies are based on guidance from the Jersey Information Commission and related to Data 

Protection (Jersey) Law 2018: 

 

https://www.jerseylaw.je/laws/enacted/Pages/L-03-2018.aspx  

https://www.jerseylaw.je/laws/enacted/Pages/L-04-2018.aspx  

 

  

https://oicjersey.org/
https://www.jerseylaw.je/laws/enacted/Pages/L-03-2018.aspx
https://www.jerseylaw.je/laws/enacted/Pages/L-04-2018.aspx
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 SCOPE  

 

These policies refers to all parties (employees, consultants, job candidates, customers, sub-contractors, 

suppliers etc.) who provide any amount of information to us; or who process, control or in any way have 

access to data through Montrose.   

 

Employees of our company and its subsidiaries must follow these policies. Contractors, consultants, 

partners and any other external entity are also covered. Generally, our policies refers to anyone we 

collaborate with or acts on our behalf and may need occasional access to data. 

 

If you in any way work for or on behalf of Montrose, these policies apply to you! 

 

These policies are in place to protect everyone within Montrose, and those we work for. If a 

data security breach occurs, it could have significant impact on individuals or the company – 

including their ability to create pragmatic solutions to make life better. 

 

We are here to help. 

 

If at any point you feel unable to follow any of the policy areas, or are not aware of how to 

comply, it is your responsibility to contact the Data Protection Manager (Dawn Barkhuizen) 

and we will ensure you receive help. 

 

2.1. Disciplinary procedures 

 

If you fail to respect these policies you will face disciplinary and, possibly, legal action.  

 

We shall investigate every breach of these policies. We shall terminate the contract of anyone who 

wilfully or regularly breaches our guidelines. We may also punish any unintentional breach of these 

policies depending on its frequency and seriousness. We shall terminate the contract of anyone who 

repeatedly disregards this policy, even when they do so unintentionally.  
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 DATA PROTECTION POLICY 

 

3.1. Policy brief and purpose 

 

The Montrose Data Protection Policy as found in the Montrose GDPR Policies and Procedures pack 

refers to our commitment to treat information of employees, customers, stakeholders and other 

interested parties with the utmost care and confidentiality. With this policy, we ensure that we gather, 

store and handle data fairly, transparently and with respect for individual rights. 

 

The purpose of this policy is to explain our approach to data protection. It is based on guidance from 

the UK ICO, the Jersey Office of the Information Commissioner and related to Data Protection (Jersey) 

Law 2018. 

 

3.2. Montrose as data controller and processor 

 

Montrose is a data controller under the GDPR, which means that it determines the purposes that 

personal information held will be used for. It is also responsible for notifying the Information 

Commissioner of the types of data it holds or is likely to hold (in broad terms), and the general purposes 

that this data will be used for.  

 

As part of our operations, we need to obtain and process information. This information includes any 

offline or online data that makes a person identifiable such as names, addresses, usernames and 

passwords, digital footprints, photographs, social security numbers, financial data etc. Montrose collects 

this information in a transparent way and only with the full cooperation and knowledge of interested 

parties. Once this information is available to us, the following rules apply. 

 

Our data will be: 

 

• Accurate and kept up-to-date. 

• Collected fairly and for lawful purposes only. 

• Processed by the company within its legal and moral boundaries. 

• Protected against any unauthorised or illegal access by internal or external parties. 

 

Our data will not be: 

 

• Communicated informally. 

• Stored for more than a specified amount of time. 

• Transferred to organisations, states or countries that do not have adequate data protection 

policies. 

• Distributed to any party other than those agreed upon by the data’s owner (exempting legitimate 

requests from law enforcement authorities). 

 

3.3. Disclosure 

 

Montrose may share data with other organisations, but only insofar as it is necessary for us to be able 

to operate and provide services. 

 

Montrose has a Privacy Notice which outlines our approach to keeping personal data secure. In some 

cases there may be additional documents – contracts, agreements, terms – with more details specific to 
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the person or service.  The Montrose Privacy Notice can be found on our website: 

https://www.montroseint.com/privacy-statement/  

 

There are circumstances where the law demands Montrose to disclose data (including sensitive data) 

without the data subject’s consent.   

  
These include:  

 
• Carrying out a legal duty. 

• Protecting vital interests of an individual/service user or other person. 

• An individual/service user has already made the information public. 

• Conducting any legal proceedings, obtaining legal advice or defending any legal rights. 

• Monitoring for equal opportunities purposes – i.e. race, disability or religion. 

 

Montrose regards the lawful and correct treatment of personal information as essential to successful 

working practice, and to maintaining the confidence of those we engage with.  Montrose intends to 

ensure that personal information is treated lawfully and correctly. 

 

3.4. Data collection 

 

In addition to ways of handling the data the company has direct obligations towards people to whom 

the data belongs. Specifically, we must: 

 

• Let people know which of their data is collected. 

• Inform people about how we’ll process their data. 

• Inform people about who has access to their information. 

• Have provisions in cases of lost, corrupted or compromised data. 

• Allow people to request that we modify, erase, reduce or correct data contained in our 

databases. 

 

3.5. Data retention and storage 

 

Information and records relating to service users will be stored securely and will only be accessible to 

authorised personnel.  We operate a records retention policy which sees the deletion, archive, and return 

of documents at the point of their expiry. Montrose has a Data Retention Schedule to ensure information 

will be stored for only as long as it is needed or required by statute, legislation or regulation and will be 

disposed of appropriately.  

  

We also operate an Information Security Policy which complies with Cyber Essentials principles: 

 

1. Secure your Internet connection. 

2. Secure your devices and software. 

3. Control access to your data and services. 

4. Protect from viruses and other malware. 

5. Keep your devices and software up to date. 

 

It is Montrose’s responsibility to ensure all personal and company data is non-recoverable from any 

computer system previously used within the organisation, which has been passed on/sold to a third 

party. 

 

https://www.montroseint.com/privacy-statement/
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3.6. Data access and accuracy 

 

All individuals/service users have the right to access the information Montrose holds about them. 

Montrose will also take reasonable steps to ensure that this information is kept up to date by asking 

data subjects whether there have been any changes. 

 

In addition, Montrose will ensure that:  

 

1. It has a Data Protection Manager with specific responsibility for ensuring compliance with data 

protection regulations. 

2. Everyone processing personal information understands that they are contractually responsible 

for following good data protection practice. 

3. Everyone processing personal information is appropriately trained to do so. 

4. Everyone processing personal information is appropriately supervised. 

5. Anybody wanting to make enquiries about handling personal information knows what to do. 

6. It deals promptly and courteously with any enquiries about handling personal information. 

7. It describes clearly how it handles personal information. 

8. It will regularly review and audit the ways it holds, manages and uses personal information. 

9. It regularly assesses and evaluates its methods and performance in relation to handling personal 

information. 

10. All staff are aware that a breach of the rules and procedures identified in this policy may lead to 

disciplinary action being taken against them. 

 

3.7. Data transfers 

 

Montrose has an International Data Transfers Policy which lists all the systems, applications or services 

that may transfer data outside the EU. This also lists the measures taken to ensure that personally 

identifiable data is private, safe and secure using appropriate technical and organisational measures. 

 

3.8. Data protection rights 

 

We will respect data protection rights. Under the GDPR, individuals will have the right to obtain:  

  

1. Confirmation that their data is being processed. 

2. Access to their personal data. 

3. Other supplementary information: 

o The purposes of the processing. 

o The categories of personal data concerned.  

o The recipients or categories of recipient to whom the personal data has been or will be 

disclosed, in particular recipients in third countries or international organisations. 

o Where possible, the envisaged period for which the personal data will be stored, or, if not 

possible, the criteria used to determine that period.  

o The existence of the right to request from the controller rectification or erasure of personal 

data or restriction of processing of personal data concerning the data subject or to object to 

such processing. 

o The right to lodge a complaint with a supervisory authority.  

o Where the personal data are not collected from the data subject, any available information 

as to their source.  

o The existence of automated decision-making, including profiling, and, at least in those cases, 

meaningful information about the logic involved, as well as the significance and the 

envisaged consequences of such processing for the data subject.  
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3.9. Actions 

 

To exercise data protection, we are committed to:  

 

• Restrict and monitor access to sensitive data. 

• Develop transparent data collection procedures. 

• Train personnel in online privacy and security measures. 

• Build secure networks to protect online data from cyberattacks. 

• Establish clear procedures for reporting privacy breaches or data misuse. 

• Include contract clauses or communicate statements on how we handle data. 

• Establish data protection practices (document shredding, secure locks, data encryption, 

frequent backups, access authorisation etc). 

• Publish data protection provisions on our website. 
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 BREACH REPORTING POLICY 

 

4.1. Policy brief and purpose 

 

This policy applies to a breach of personal data in relation to Articles 34 and 35 of the General Data 

Protection Regulation (GDPR). These articles set out the circumstances in which reports should be made 

to: 

 

• supervisory authorities, such as the Information Commissioner's Office in Jersey; 

• affected data controllers; and 

• affected data subjects. 

 

The purpose of this policy is to explain our approach to data breaches. It is based on guidance from the 

UK ICO, the Jersey Office of the Information Commissioner and related to Data Protection (Jersey) 

Law 2018. 

 

4.2. What is a data breach? 

 

A data breach is "a breach of security leading to the accidental or unlawful destruction, loss, alteration, 

unauthorised disclosure of, or access to, personal data transmitted, stored or otherwise processed".  In 

short, there will be a personal data breach whenever any personal data is lost, destroyed, corrupted or 

disclosed; if someone accesses the data or passes it on without proper authorisation; or if the data is 

made unavailable and this unavailability has a significant negative effect on individuals. 

 

In many cases this will be an incident where confidential corporate and/or personal data is disclosed or 

used in a wrongful manner, which may be caused a range of systematic or individual faults including: 

 

• Loss or theft of confidential or sensitive data or equipment on which such data is stored (e.g. 

loss of laptop, USB stick, iPad/tablet device, or paper record). 

• Equipment theft or failure. 

• Human error, such as sending personal data to an incorrect recipient. 

• Unforeseen circumstances such as a fire or flood. 

• Access by an unauthorised third party, such as through hacking. 

• Unauthorised disclosure of sensitive / confidential data, either deliberate or accidental. 

 

4.3. Policy 

 

Where a data breach occurs (or is suspected), Montrose has in place a comprehensive breach reporting 

policy that must be followed. All Montrose personnel have an obligation to report proven or suspected 

data breaches to the Data Protection Manager (dataprivacy@montroseint.com). The responsible person 

must then report data breaches to the Regulator immediately, within 72 hours of the data breach 

occurring (this is the Office of the Information Commissioner in Jersey). Individuals affected must also 

be notified if adverse impact is determined. 

 

To reduce the possibility of data breaches occurring, Montrose personnel will be trained periodically to 

ensure understanding and compliance with data privacy and security measures.  
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4.4. Notifying the Regulator 

 

The initial data breach notification (within 72 hours) to the Regulator should contain the following 

information, as far as is possible: 

 

1. The name of the data controller. 

2. The name and contact details of the Data Protection Manager or other point of contact where 

more information can be obtained.  

3. Whether it is a first or subsequent notification.  

4. The date and time of the breach (or best estimate).  

5. The date and time of the controller becoming aware of the breach.  

6. The nature and content of the personal data concerned.  

7. Technical and organisational measures applied (or that will be applied) to the affected personal 

data.  

8. The name of the organisation affected by the data  breach  (if  different  from  the  data controller). 

 

If possible, the initial notification should  also  include  the more  detailed  information  set  out  below.  

Otherwise, this should be included in any second notification: 

   

1. A summary of the incident that caused the breach, including the physical location of the breach. 

2. The number and category of data subjects concerned. 

3. The number and category of personal data records concerned. 

4. The likely consequences of the personal data breach and potential adverse effects on the data 

subjects.  

5. The technical and organisational measures taken or proposed to be taken to mitigate those 

potential adverse effects.  

6. The content of any notification provided to affected data subjects.  

7. The means of communication used to notify the affected data subjects.   

8. The number of data subjects notified. 

9. Whether the breach affects data subjects in any jurisdiction other than Jersey.  

10. Details relating the notification with any other data protection authorities.  

11. If these details cannot be included in any second notification, a reasoned justification for the 

further delay. 

  

The Regulator has a secure notification web form for data controllers, which shall be completed by the 

Data Protection Manager, Dawn Barkhuizen. 

 

4.5. Notifying the data subject(s) 

 

If a breach is likely to result in a high risk to the rights and freedoms of individuals, the GDPR says you 

must inform those concerned directly and without undue delay. In other words, this should take place 

as soon as possible. 

 

We will describe, in clear and plain language, the nature of the personal data breach and, at least: 

 

1. the name and contact details of your Data Protection Manager or other contact point where 

more information can be obtained; 

2. a description of the likely consequences of the personal data breach; and 

3. a description of the measures taken, or proposed to be taken, to deal with the personal data 

breach and including, where appropriate, the measures taken to mitigate any possible adverse 

effects. 
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We do not need to notify the data subjects if: 

 

1. there are proportionate technical and organisational protection measures, and those measures 

were applied to the personal data affected by the personal data breach, in particular, measures 

that render the personal data unintelligible to any person who is not authorized to access it, 

such as encryption; 

2. subsequent measures have been taken which ensure that the high risk to the rights and 

freedoms of data subjects are no longer likely to materialise; or 

3. it would involve disproportionate effort, in which case there must instead be a public 

communication or similar measure whereby the data subjects are informed in an equally 

effective manner. 

 

4.6. Procedure 

 

In the case of a data breach the following procedure will apply: 

 

1. Complete a Data Breach Reporting form.  

2. Data Protection Manager (“DPM”) is informed of a breach. 

3. DPM alerts all Senior Management Team members (“SMT”) of the communication of a breach. 

4. DPM and SMT undertake an assessment to determine whether it is a breach or not, the severity 

of the incident and an appropriate course of action. 

5. If a data breach has occurred the DPM will inform the Regulator and the data subjects (where 

appropriate) within 72 hours of the breach alert being received. 

6. DPM leads an investigation including but not limited to: what happened; with what intent; how; 

when etc. This will also include a review as to whether systems were weak; and whether 

company policies were not adhered to.  

7. DPM keeps all relevant people informed at every stage of the investigation, providing a closing 

report with lessons learned, conclusions and recommendations. 

8. SMT agree the action points (pre and post informing regulator). 

9. DPM informs Regulator. 

 

If the DPM is on leave, the Managing Director acts as the DPM. If both are on leave and offline, the 

Project Officer in Jersey, who has access to the data privacy email account, will flag to the remaining 

SMT members immediately. 
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 SUBJECT ACCESS REQUEST POLICY 

 

5.1. Policy brief and purpose 

 

Under the GDPR, individuals will have the right to obtain:  

 

1. Confirmation that their data is being processed;  

2. Access to their personal data; and  

3. Other supplementary information, including: 

o The purposes of the processing;  

o The categories of personal data concerned;  

o The recipients or categories of recipient to whom the personal data have been or will be 

disclosed, in particular recipients in third countries or international organisations;  

o Where possible, the envisaged period for which the personal data will be stored, or, if not 

possible, the criteria used to determine that period;  

o The existence of the right to request from the controller rectification or erasure of personal 

data or restriction of processing of personal data concerning the data subject or to object 

to such processing;  

o The right to lodge a complaint with a supervisory authority;  

o Where the personal data are not collected from the data subject, any available information 

as to their source;  

o The existence of automated decision-making, including profiling, referred and, at least in 

those cases, meaningful information about the logic involved, as well as the significance 

and the envisaged consequences of such processing for the data subject.  

 

The purpose of this policy is to explain our approach to subject access requests. It is based on guidance 

from the UK ICO, the Jersey Office of the Information Commissioner and related to Data Protection 

(Jersey) Law 2018. 

 

5.2. Policy 

 

In order to ensure that the personal information we hold for you is accurate and current, it is your duty 

to inform us of changes. Please keep us informed if your personal information changes during your 

working relationship with us.  

 

Under certain circumstances, by law you have the right to:  

 

1. Request access to your personal information (commonly known as a “data subject access 

request”). This enables you to receive a copy of the personal information we hold about you 

and to check that we are lawfully processing it.  

2. Request correction of the personal information that we hold about you. This enables you to 

have any incomplete or inaccurate information we hold about you corrected.  

3. Request erasure of your personal information. This enables you to ask us to delete or remove 

personal information where there is no good reason for us continuing to process it. You also 

have the right to ask us to delete or remove your personal information where you have 

exercised your right to object to processing (see below). 

4. Object to processing of your personal information where we are relying on a legitimate interest 

(or those of a third party) and there is something about your particular situation which makes 

you want to object to processing on this ground. You also have the right to object where we 

are processing your personal information for direct marketing purposes.  
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5. Request the restriction of processing of your personal information. This enables you to ask us 

to suspend the processing of personal information about you, for example if you want us to 

establish its accuracy or the reason for processing it.  

6. Request the transfer of your personal information to another party.  

 

5.3. Procedure 

 

If you want to review, verify, correct or request erasure of your personal information, object to the 

processing of your personal data, or request that we transfer a copy of your personal information to 

another party, please contact our Data Protection Manager, Dawn Barkhuizen, in writing at 

dataprivacy@montroseint.com.  

 

No fee usually required. You will not have to pay a fee to access your personal information (or to 

exercise any of the other rights). However, we may charge a reasonable fee if your request for access is 

clearly unfounded or excessive. Alternatively, we may refuse to comply with the request in such 

circumstances and may report the incident to our Regulator. 

 

What we may need from you. We may need to request specific information from you to help us 

confirm your identity and ensure your right to access the information (or to exercise any of your other 

rights). This is another appropriate security measure to ensure that personal information is not disclosed 

to any person who has no right to receive it.  

 

Right to withdraw consent. In the limited circumstances where you may have provided your consent 

to the collection, processing and transfer of your personal information for a specific purpose, you have 

the right to withdraw your consent for that specific processing at any time. To withdraw your consent, 

please contact our Data Protection Manager, Dawn Barkhuizen, in writing at 

dataprivacy@montroseint.com. Once we have received notification that you have withdrawn your 

consent, we will no longer process your information for the purpose or purposes you originally agreed 

to, unless we have another legitimate basis for doing so in law. 

 

If the DPM is on leave, the Managing Director acts as the DPM. If both are on leave and offline, the 

Project Officer in Jersey, who has access to the data privacy email account, will flag to the remaining 

SMT members immediately. 

 
 

  



Montrose GDPR Policies and Procedures January 2021 

12 

 

 COMPLAINTS POLICY 

 

6.1. Policy brief and purpose 

 

It is a requirement of GDPR that the data subject’s rights (including the right to complain) must be 

notified to the data subject in their contract or relevant Privacy Notice. If an individual is unhappy with 

the process of providing the information, or feels that the information is incomplete, Montrose will 

initially attempt a local resolution. 

 

The purpose of this policy is to explain our approach to GDPR related complaints. It is based on guidance 

from the UK ICO, the Jersey Office of the Information Commissioner and related to Data Protection 

(Jersey) Law 2018. 

 

6.2. Procedure 

 

The Data Protection Manager will deal with any complaints in the first instance and will subsequently 

liaise with the relevant department manager.  

 

1. We aim to resolve your complaint as soon as we can. However, if we need time to investigate 

your complaint, we will send you a letter acknowledging receipt of your complaint within three 

working days of you raising your concerns. 

2. We’ll investigate your complaint within five working days of receiving it. This will involve 

passing your complaint to the Senior Management Team (SMT), who will liaise with the team 

about which you have complained (or to that person’s line manager if your complaint is about 

the team head). 

3. A member of the Montrose SMT will either speak to you by telephone or invite you to a 

meeting to discuss, and hopefully resolve, your complaint. 

4. Within three days of the telephone call or meeting, Montrose will write to you to confirm what 

was discussed and any outcomes which have been agreed with you. 

5. If it is not possible to deal with the matter by telephone or a meeting, Montrose will send you a 

detailed written reply to your complaint, including suggestions for resolving the matter, within 

ten working days of sending you the acknowledgement letter. 

6. If you are still not happy with the outcome of your complaint, please let us know. Depending on 

the nature of the matter, we may at this stage refer your complaint to another senior member 

of staff to review the decision or refer the complaint to the Board. 

7. We will write to you within ten working days of receiving your request for a review, confirming 

our final position on your complaint and explaining our reasons. 

8. If you are still unhappy, let us know and we’ll advise you of the further steps that you can take. 

 

If we have to change any of the timescales above in your particular case, for whatever reason, we will 

let you know and explain why. 

 

If the complaint cannot be resolved satisfactorily, then you are free to contact the Jersey Office of the 

Information Commissioner directly at enquiries@oicjersey.org.  

 

  

mailto:enquiries@oicjersey.org
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 DATA PORTABILITY POLICY 

 

7.1. Policy brief and purpose 

 

Montrose respects the right to data portability in accordance with GDPR. 

 

The right to data portability allows individuals to obtain and reuse their personal data for their own 

purposes across different services. It allows them to move, copy or transfer personal data easily from 

one IT environment to another in a safe and secure way, without hindrance to usability. It enables 

consumers to take advantage of applications and services which can use this data to find them a better 

deal, or help them understand their spending habits. 

 

The right to data portability only applies: 

 

1. to personal data an individual has provided to a controller; 

2. where the processing is based on the individual’s consent or for the performance of a contract; 

and 

3. when processing is carried out by automated means. 

 

Montrose will respond to any request without undue delay, and within one month. 

 

This can be extended by two months where the request is complex or Montrose receive a number of 

requests. Montrose will inform the individual within one month of the receipt of the request and explain 

why the extension is necessary. 

 

Where Montrose is not taking action in response to a request, Montrose will explain why to the 

individual, informing them of their right to complain to the supervisory authority and to a judicial 

remedy without undue delay and at the latest within one month. 

 

The purpose of this policy is to explain our approach to GDPR related data portability requests. It is 

based on guidance from the UK ICO, the Jersey Office of the Information Commissioner and related to 

Data Protection (Jersey) Law 2018. 

 

7.2. Procedure 

 

Montrose will provide the personal data in a structured, commonly used and machine readable form. 

Open formats include CSV files. Machine readable means that the information is structured so that 

software can extract specific elements of the data. This enables other organisations to use the data. The 

information must be provided free of charge. 

 

Montrose will use secure encryption and necessary authentication to ensure that data is private, safe 

and secure and only transmitted to the authorised person(s). Sending “special category data” in a plain 

text email is high risk. A Data Processing Impact Assessment (DPIA) will be used to guide and record 

Montrose’s decision. 

  

If the personal data concerns more than one individual, Montrose will consider whether providing the 

information would prejudice the rights of any other individual. 
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 INTERNATIONAL DATA TRANSFER POLICY 

 

8.1. Policy brief and purpose 

 

The GDPR imposes restrictions on the transfer of personal data outside the European Union, to third 

countries or international organisations. 

 

These restrictions are in place to ensure that the level of protection of individuals afforded by the GDPR 

is not undermined. 

 

Montrose may transfer personal data where the organisation receiving the personal data has provided 

adequate safeguards. Individuals’ rights must be enforceable and effective legal remedies for individuals 

must be available following the transfer. 

 

Adequate safeguards may be provided for by: 

 

• a legally binding agreement between public authorities or bodies; 

• binding corporate rules (agreements governing transfers made between organisations within a 

corporate group); 

• standard data protection clauses in the form of template transfer clauses adopted by the 

Commission; 

• standard data protection clauses in the form of template transfer clauses adopted by a 

supervisory authority and approved by the Commission; 

• compliance with an approved code of conduct approved by a supervisory authority; 

• certification under an approved certification mechanism as provided for in the GDPR;  

• contractual clauses agreed authorised by the competent supervisory authority; or 

• provisions inserted into administrative arrangements between public authorities or bodies 

authorised by the competent supervisory authority. 

 

The GDPR limits Montrose’s ability to transfer personal data outside the EU, where this is based only on 

Montrose’s own assessment of the adequacy of the protection afforded to the personal data. 

 

A transfer, or set of transfers, may be made where the transfer is: 

 

• made with the individual’s informed consent; 

• necessary for the performance of a contract between the individual and the organisation or for 

pre-contractual steps taken at the individual’s request; 

• necessary for the performance of a contract made in the interests of the individual between the 

controller and another person; 

• necessary for important reasons of public interest; 

• necessary for the establishment, exercise or defence of legal claims; 

• necessary to protect the vital interests of the data subject or other persons, where the data 

subject is physically or legally incapable of giving consent; or 

• made from a register which under UK or EU law is intended to provide information to the public 

(and which is open to consultation by either the public in general or those able to show a 

legitimate interest in inspecting the register). 

 

The purpose of this policy is to explain our approach to international data transfers. It is based on 

guidance from the UK ICO, the Jersey Office of the Information Commissioner and related to Data 

Protection (Jersey) Law 2018. 
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8.2. Procedure 

 

To comply with the above Policy, Montrose will: 

 

• Ensure that any transfer is made with the individual’s informed consent (e.g. via opt-in, contract 

or other transparent notice); or 

• Ensure that it is necessary for the purposes of the compelling legitimate interests of the 

organisation, provided such interests are not overridden by the interests of the individual. (e.g. 

there is no other practicable or cost-effective solution/service available); or 

• Ensure that any suitable safeguards put in place by the organisation (in the light of an 

assessment of all the circumstances surrounding the transfer) to protect the personal data; or 

• Ensure that there is assessment of the adequacy of the protection afforded to the personal 

data. (e.g. by reference to certification, audit, inspection or similar) 

 

The DPM should provide advice on the above.  
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 APPENDICES 

 

9.1. Data breach templates 

 

9.1.1. Template for notifying the Data Protection Manager  

 

Notification of a Data Breach  

 

Date of the Breach  

 

 

Date incident was discovered  

 

 

Name of person reporting incident   

 

 

Contact details of person reporting 

incident 

 

 

 

Description of data breach   

 

 

 

 

Number of data subjects affected   

 

 

Description of any action taken since the 

data breach was discovered 

 

 

 

Was incident reported to the Office of 

the Information Commissioner?  

 

 

 

 

9.1.2. Template for notifying the Regulator 

 

SAMPLE 

 

Dear {Regulator} 

 

Urgent message re breach notification 

It has been brought to our attention that some personally identifiable data may have been 

compromised in a security incident. We are writing to alert you to this and explain the implications 

and actions that we are taking. 

 

What data is affected 

The following data may be affected {1} Bank-Account; {2} home-address; {3} home-email; {4} home-

phone; {5} IT IS-Tax; {6} JY-SocSec; {7} mobile-phone;  

 

Who is affected 

The following data-subjects may be impacted by this 

Customers (126) 
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Staff (999) 

Users (678,999) 

 

We use a data-classification system to manage risk and identify the necessary controls to apply 

(attached) and this data is classified as….{add details here to indicate the implications/magnitude of 

the problem} 

 

Potential impact  

As part of our Data Protection Policy as found in the Montrose GDPR Policies and Procedures pack 

we have done a Data-Processing Impact Assessment, a copy of which is attached.   

 

DPO and investigation team 

We take information security seriously and we have launched an immediate investigation which is 

on-going. We will announce updates on-line on our website here [website name]. 

Our Data Processing Officer/ Data Protection Representative is [Data Processing Representative] 

Telephone 123456789 

 

What actions that we are taking 

We take information security seriously and we have launched an immediate investigation which is 

on-going. We will announce updates on-line on our website here: [website name]. 

We have a prepared an announcement to all affected Data Subjects  which will be sent/published 

{explain: email? Website? Twitter? Facebook?} 

 

We will provide details of the issue, together with copies of supporting policies and agreements, plus 

details of the outcome and lessons learned from the internal investigation, as soon as we are able. 
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9.1.3. Template for notifying data subject(s) 

 

Dear {Customer Name} 

 

Urgent message re information security 

It has been brought to our attention that your data may have been compromised in a security incident. 

We are writing to alert you to this and explain the implications and actions that we recommend that 

you take immediately. 

 

What data is affected 

The following data may be affected 

 

What actions that we are taking 

We take information security seriously and we have launched an immediate investigation which is on-

going. We will announce updates on-line on our website here: [website name]. 

 

What actions that we recommend that you take immediately 

Pending the outcome of our investigation and further guidance we recommend that you immediately  

Change your password for all systems that use this password 

Alert your bank and check your account  

Alert your credit card provider and check your account  

 

How to find out more 

We will announce updates on-line on our website here:  

Website address [website name]. 

 

You can also contact our Data Protection Manager, [Data Processing Representative] Telephone 

123456789 

 

9.2. Subject access request form 

 

This form is for any person who wishes to apply for access to personal data held by Montrose. Please 

read the Subject Access Request Guidance Notes below before completing this form. 

A separate form should be completed for each individual. 

 

NOTE: This is not a mandatory form – subject access requests made in other formats will also be 

accepted 

 

9.2.1. Subject access request guidance 

 

Please read before filling in the subject access request form 

 

Which sections should I complete?  

 

Sections 1, 2, 3, 4 and 5 should be completed for all applications.  

 

Section 3 (Proof of the applicant’s identity) - If you do not have any of the forms of identity listed, 

we may in exceptional circumstances accept alternatives for consideration. 

 

Sections 6, 7 and 8 (Representative Details and Authority to Release Information to a 

Representative) should only be completed if the application is being made by a representative (i.e. 

someone other than the data subject themselves). 
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This form is designed to assist the process of making a subject access request and, as a consequence, 

may speed the process up. However, it is not mandatory and subject access requests made in other 

formats will also be processed.  

 

What information will help with the processing of my subject access request?  

Identification of relevant records will be easier if you can provide any references issued by Montrose 

relating to applications you may have made or action taken against you. If you cannot provide us with 

satisfactory proof of identity, your application will be rejected.  

 

What information does Montrose hold?  

Montrose holds information relevant to the conduct of its functions which will include, but not be 

restricted to, personal information about applications you have made and any services you have used. 

However, some data may have been reviewed and destroyed where appropriate in accordance with our 

information retention policies.  

 

Montrose is also the ‘data controller’ for certain information held by other bodies which are contracted 

by Montrose in connection with the conduct of specific activities.  

 

How long will it take to get my data?  

Once we are satisfied that you meet the criteria for disclosure of data under the Data Protection 

Legislation, and have provided sufficient information, you should receive a response within 4 weeks 

from the date that we accept your application for processing.  

 

Records may be held in several different locations in paper and electronic formats. If you only require 

specific information and you clearly state what that is – for example a specific document or IT-only data 

– then you are likely to get a quicker disclosure.  

 

The form includes a section for giving details if you need a disclosure by a certain date. No guarantee 

can be given that a disclosure will be completed by that date but we will endeavour to comply with 

reasonable requests for expedited action.  

 

General notes  

 

1. We will acknowledge your application in writing and we will provide you with a reference 

number when we write to you.  

2. When we process information requests for children aged 13 or over and spouses, we require 

their signature of authority before disclosing data. A separate application form should be 

completed for each individual. Sections, 4 and 5 should be completed by a parent/guardian for 

a child under 13.  

3. The documents that you receive may have data redacted (blacked-out) or contain rough notes 

that may lack clarity. This is because we aim to supply copies of the original records whenever 

possible. However, as Montrose records also include third party information that we cannot 

release to you under the Data Protection Act, e.g. another person’s data, this is removed.  

4. We will not disclose information by fax or telephone. Disclosure by post is usually made by 

secure courier post to the address you provide in section 2 or, if appropriate, to your 

representative named in section 6. 
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Checklist  

 

• Have you completed all relevant sections of the form? 

• If you are a representative, has your client signed the authority in Section 8 or provided a 

separate signed note of authority? 

• If you are submitting the form yourself, have you signed the form at Section5? 

• If you are signing as a parent or guardian of a child under 13, have you provided a 

photocopy of their full birth certificate, photocopies of any court orders and proof of your 

parental responsibility? 

• Have you enclosed two pieces of identification from the lists in Section 3 (one from each of A 

and B)? 

• Have you signed the declaration in Section 5? 

• Have you provided as much information as possible to enable us to find the data you 

require? 

 

Please send your completed form, proof of identity to: 

 

The Data Protection Manager 

Montrose 

Trojan House, 20 Sand Street 

St Helier, Jersey 

JE2 3QF 

 

OR  

 

dataprivacy@montroseint.com  

 

PLEASE NOTE that Montrose only holds information relevant to Montrose services. For more 

details please refer to Montrose’s Privacy Notice or any specific contract between you and 

Montrose (where relevant). 

 

Section 1 – Applicant Details 

 

Title (please tick one): Mr   Mrs   Miss   Ms      Other (please state): 

Prefer not to state  

Forename(s):  

Family name:  

Previous family name:  

Other name(s) known by:  

Date of birth (dd/mm/yyyy): ……../……./……….                 

Gender: Male   Female   Prefer not to state  

Nationality:  

Place of birth: 

 

 

Montrose reference 

number  

(please leave blank): 

 

Reference: ……………………………..………………   

 

  

  

mailto:dataprivacy@montroseint.com


Montrose GDPR Policies and Procedures January 2021 

21 

 

Section 2 – Applicant Details 

 

Current address:  

 

 

 

Postcode  

Daytime telephone no:  

Email address:  

Previous address:   

 

 

 

Postcode:  

 

 

Section 3 – Proof of the applicant’s identity 

 

In order to prove the applicant’s identity, we need to see copies of two pieces of identification, one 

from list A and one from list B below. Please indicate which ones you are supplying.  

 

Please DO NOT send an original passport, driving licence or identity card 

 

List A (certified copy from below)   List B (plus one original from below) *  

Passport/Travel document  A letter sent to you by the Passport Office   

Photo driving licence             Utility bill showing current home address  

Foreign national identity card            Bank statement or building society book   

Child under 13 : Full birth certificate    

Child under 13 : Court order(s)    

 

For a child under 13 years of age please provide photocopies of all Court/Legal Orders. Please state if 

there are none 

 

* Any original documents you send to us will be returned by secure courier. 

 

Section 4 – Details of information required 

Please use this space to give us any details about the information you are requesting, for example by 

stating specific documents you require (use extra sheets if necessary):  

 

Section 5 – Declaration  

 

The information which I have supplied in this application is correct, and I am the person to whom it 

relates or a representative acting on his/her behalf. I understand that Montrose may need to obtain 

further information from me/my representative in order to comply with this request.  

 

 

Signature of Applicant: Date: 
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Section 6 – Representative details 

 

(If completed Montrose will reply to the address you provide in this section) 

 

Name of representative:  

Company name:  

Address and postcode:  

 

 

 

Daytime telephone no:  

Email address:  

 

Section 7 – Proof of the representative’s identity 

 

Please provide copies of two pieces of identification, one from list A and one from list B below and 

indicate which ones you are supplying.  

 

Please DO NOT send an original passport, driving licence or identity card 

 

List A (certified copy from below)   List B (plus one original from below)   

Passport/Travel document  A letter sent to you by the Passport Office   

Photo driving licence  Utility bill showing current home address  

Foreign national identity card  Bank statement or building society book   

 

 

Section 8 – Authority to release information to a representative 

 

A representative needs to obtain authority from the applicant before personal data can be released. The 

representative should obtain the applicant’s signature below, or provide a separate note of authority.  

 

This must be an original signature, not a photocopy (tip: using blue ink often helps verification).  

 

If the applicant is signing as the guardian of a child under 13, proof of legal guardianship must also be 

provided.  

 

I hereby give my authority for the representative named in Section 3 of this form to make a Subject 

Access Request on my behalf under the Data Protection Legislation.  

 

Signature of applicant: 

 

Date: 

Signature of representative: 

 

Date: 

 

Section 9 – Timescale  

 

If you have specific reasons for requiring data by a specific date please give details below. Please note 

that this will be taken into consideration but cannot be guaranteed. 

 

(a) Date required: 

(b) Reason (please state and supply supporting evidence): 
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9.3. Data portability form 

 

HEADING CONTENT 

CONFIRMED ADDRESSEE 

 

The person to whom the data is being sent must be 

authorised and validated (eg photo-ID or similar) 

 

 

 

 

 

CONFIRMED DESTINATION 

 

The email address, postal address to which the data is 

being sent must be authorised and validated (eg 

registered office address) 

 

 

 

 

CONFIRMED DATA 

 

The data must be correct without error or omission, or 

inclusion of other data (eg other people’s data)  

 

Unless the person to whom the data is being sent 

specifically asks – in writing- for it to be unencrypted 

any electronic data should be in  encrypted format with 

the password sent be different means. 

 

 

DELETION OR DESTRUCTION 

 

Where data is being moved there may be a 

requirement to delete the data once the data-subject 

has their copy. 

 

Deletion outside of normal retention policies should 

only happen when the person to whom the data is 

being sent specifically confirms – in writing – that they 

have received their data and that it is OK to delete. 

 

 

 

 

______________________________ 

Data Protection Manager 

 

______________________________ 

Managing Director 

 


